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InTRoDUCTIon
Location-based services (LBS)-applications that provide information to users based on their locationare a growing business. From social networking to navigation to banking, consumers are being offered a range of new location-based services. But every time a consumer uses one of these services, there is a risk that the company offering the service may be collecting and retaining detailed records of who she is, where she goes, and what she does. Once collected, outdated privacy laws and varying corporate practices can leave this sensitive information vulnerable to access by the government and third parties.
What are the privacy implications of LBS, and how can businesses, policymakers, public interest groups, and consumers work together to update the laws and create stronger policies so that consumers can feel confident using these services?
LBS are rapidly expanding in both number and variety. They offer a wide range of services: navigation tools to help you reach your destination (e.g., MapQuest); local search to help you find nearby businesses or events (e.g., Yelp); friend-finders and social networking (e.g., Loopt and Google Buzz); applications that allow you to "check in" at certain locations (e.g., foursquare); and applications that can link your location to other activities (e.g., Twitter and Facebook). Many users currently access LBS through mobile phones, but location-aware devices such as laptop and desktop computers, iPads, and in-car navigation and assistance systems can also be used to access many of these services.
LBS offer tailored services that respond as you move from one place to another. But by using LBS, consumers may unknowingly allow companies to compile detailed profiles of their lives: the places they visit, the events they attend, the people they meet, and more. And if LBS assemble these consumer profiles, other parties-especially the government-may be eager to access this sensitive personal information. Americans should not be forced to choose between using new technology and keeping control of the private details of their lives. Instead, they have the right to expect that new technologies will improve their lives without invading their privacy.
Unfortunately, legal protections have not kept pace with technological change.
Constitutional privacy protections have yet to account for the fact that LBS are capable of generating detailed records that may reveal intimate and personal facts about a person's life, facts that are rightly considered private. Existing privacy statutes were written decades ago, before LBS even existed. And many LBS privacy policies do more to protect company interests than to safeguard consumer privacy. As a result, the privacy protection for information collected, held, and shared by LBS providers is often inadequate or uncertain. As LBS become more popular and more central to the way Americans interact with technology and with each other, ensuring that there are strong and clear protections for the information they collect will be essential to building consumer trust, ensuring the long-term success of LBS, and protecting privacy.
Part I of this paper provides background information on LBS and the information that they collect and use. Part II examines the privacy concerns that arise from this collection. Part III surveys the current state of privacy protections for information held by LBS providers. Finally, Part IV identifies opportunities for consumers, businesses, and policymakers to work together to reinforce privacy protections for location information so that individuals are not forced to choose between using new LBS and keeping control of their personal information.
In several areas of this paper we have more questions than answers. It is our hope that this issue paper will help to support a robust conversation between companies, policymakers, public interest groups, and consumers about these important issues and encourage efforts to update and develop more robust legal and practical privacy protections for information held by location-based services.
PaRT I: UnDeRsTanDInG loCaTIon-baseD seRVICes
You do not have to own a smartphone to find yourself using LBS on a regular basis. If you have ever received a live traffic update from your navigation device or even searched for "pizza" on a search engine, you have probably used a location-based service. For purposes of this paper, a location-based service is any application or service that receives a consumer's location and provides that consumer with information or services tailored to that location.
1 LBS provide a wide range of services and run on a variety of platforms. Many of these LBS are able to collect and retain detailed records of the location of consumers and combine these records with other information to build profiles revealing the details of consumers' personal lives. As the actual and potential markets for LBS grow, so too does the need to address the implications for consumer privacy.
LBS provide a wide range of services and run on many different Increasing ownership of smartphones is already beginning to translate into growth in the LBS market. A February 2010 study found that there were almost 6,000 location-aware applications for the iPhone, as well as 900 for the nascent Android marketplace and 300 for the Blackberry. 13 Recent research found that one in four U.S. adults have used LBS, and that two-thirds of all iPhone users access LBS at least once a week. 14 And leading LBS are seeing explosive growth: foursquare doubled its user base to more than two million registered users over just a three-month period ending in July 2010, 15 and in May 2010 Yelp's iPhone application accounted for 27 percent of the total searches on the service and led to almost one million requests for point-to-point directions to a local business. 16 As location-enabled devices become the norm, the potential market for LBS is likely to continue to expand. Privacy is both an individual and a social good. As individuals, privacy gives us the autonomy to address sensitive issues without fear of exposure, the ability to explore facets of our personality and individuality, and the power to form close bonds with some by excluding others. Privacy allows a healthy society to experiment and grow, and safeguards the balance between individual liberties and government powers.
As such, privacy is a fundamental building block of a robust democracy. But this privacy, autonomy, and control over personal information, so essential to American society, may be at risk as consumers increasingly place their personal information into the hands of LBS developers.
The tools necessary for pervasive, detailed tracking are already in your pocket or purse. 
GeoTaGGInG
An increasing number of devices like smart phones, video cameras and digital cameras are using location information to "geotag" your photos and videos. If you have ever used the camera function on an iPhone and clicked "OK" when told that "'Camera' Would Like to Use Your Current Location," you have geotagged a photo or video. The device determines your current location (often using its built-in GPS) and then attaches this information as hidden "metadata"
that may be carried with the image wherever it goes. Recent research shows that many photos and videos associated with websites and services such as Flickr, YouTube, Craigslist, and Twitter are geotagged. 32 Although geotag information may be used for creative purposes, such as maps of all tagged photos and videos uploaded to Flickr 33 and YouTube, 34 it may also compromise privacy. For example, many Craigslist users have chosen to anonymize their identity and conceal their exact address-and then compromised these protections by linking a geotagged photo to an item they post for sale. Even Adam Savage, host of the popular science television show "MythBusters," unknowingly revealed his home address when he used TwitPics to post a picture of his car and the message "Now it's off to work." 35 Some companies are taking steps to safeguard consumer privacy. Flickr is now blocking access to geotag data on images taken with smartphones unless a user opts in to that function, and
Facebook strips any geotags off of the more than 100 million photos that are uploaded to the site every day. 36 Since location data is collected in the background, it is easy to forget that posting a photo or video on a website may reveal more than meets the eye. More needs to be done to make it clear to consumers when images are being geotagged. One step in the right direction would be to make it easier to turn off the geotagging function and to ensure that sensitive location information is protected when photos and videos are uploaded to other services.
Further, LBS may combine location information with other data to profile a consumer's activities and connections in even greater detail. LBS may collect information about consumers-such as real name and identity, interests, or friends and co-workers-from the consumer herself, or even acquire this information from third parties. 30 They may link the user's location to other activities such as financial transactions. 31 The combination of location data and other information increases the possible harm if this information were abused.
The risk of disclosure is heightened by the fact that the proliferation of LBS places sensitive information in the hands of many parties, any one of whom could reveal that data. When many different companies hold copies of valuable information about consumers, the privacy protection afforded to consumers is only as strong as the weakest link. Unfortunately, in a climate lacking both clear legal protections and strong privacy safeguards provided by LBS themselves, consumers are starting to recognize and experience privacy failures. ➜ In 2009, a Sprint representative provided a rare glimpse into the scope of government demands for location data when he revealed that the company's automated system of handling law enforcement requests for location information had been used more than 8 million times over a 13-month period.
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➜ In 2010, FBI agents investigating a series of bank robberies demanded the records of every cell phone that was near each bank when it was robbed.
38
➜ In 2010, Michigan police officers sought information about every cell phone near the site of a planned labor protest.
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➜ An Alabama sheriff demanded that a telecommunications company track his daughter's location without a warrant when she didn't come home from a date, claiming that she had been kidnapped.
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➜ In 2008, the FBI sought and received location-tracking information not just for a robbery suspect, but for 180 other innocent people-all without a warrant.
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These examples are likely just the tip of the iceberg. As noted above, much of this location tracking is happening in secret, and the parties involved typically do not have much incentive to draw attention to the activities. Law enforcement officials may want to avoid disclosing their investigatory techniques, and telecommunications carriers may want to avoid any potential backlash from their customers. Without transparency and oversight, LBS are likely to become targets for similar broad-ranging government demands as they become more popular.
Consumers are starting to worry about location privacy. A recent study found that 55 percent of those already using LBS are concerned about loss of privacy. 42 Many fear for their personal safety and want to make sure that their current location or home address is protected from those who may want to harm them. Others are troubled about receiving unwanted advertisements based on their location. 43 Many consumers believe that these and other risks associated with location-sharing technologies generally outweigh the benefits. 44 Consumers are right to be nervous about location privacy. Locationbased services may facilitate social interaction and provide users with helpful information about their surroundings, but they also present real risks to privacy. Unfortunately, those risks are exacerbated by outdated laws that do not adequately protect the privacy of information held by LBS. Court decisions over the past 40 years leave it unclear whether the Constitution requires law enforcement officers to obtain a judicially-approved search warrant before accessing the various types of information that may be collected by LBS. Likewise, the decades-old patchwork of statutory electronic privacy laws often creates more questions than answers about the privacy protections for this information. Privacy policies, which are effectively contracts between a consumer and an LBS provider, often fail to provide additional protection. For now, consumers, LBS providers, and the government alike are acting in a legal domain filled with gray areas.
Ultimately, this lack of legal clarity benefits no one. Consumers are unsure how using LBS affects their privacy. Providers are confused whether they may, must, or must not disclose consumer information in various circumstances, and may be hampered in attracting consumers who have privacy concerns. Even law enforcement officials are encumbered when confusion leads providers to resist legitimate requests for information.
The following sections examine the three basic categories of legal protection for location information:
constitutional protections, statutory protections, and privacy policies. Each currently falls short of fully protecting the interests of consumers and businesses. Courts, policymakers, and companies all need to use the tools at their disposal to clarify and extend these legal protections and ensure the privacy of information collected by LBS.
ConsTITUTIonal PRoTeCTIons: loCaTIon-baseD seRVICes anD The ThIRD-PaRTY DoCTRIne
Privacy is an essential civil liberty protected both by the United States Constitution and several state constitutions, including the California State Constitution. 45 However, because location-based technology is so new and the judicial process moves slowly, courts have yet to address the specific issue of how constitutional protections apply to the type of information held by LBS. Until the courts provide a clear statement of the constitutional protections for information held by LBS, law enforcement agents and other third parties may continue to try to take advantage of loopholes and gray areas in the existing legal doctrine to demand a great deal of information from LBS.
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The Fourth Amendment prohibits "unreasonable searches and seizures." 46 If an individual has a "reasonable expectation of privacy," the government generally must obtain a warrant and show probable cause prior to any search or seizure. 47 This test balances the privacy rights of the individual with the legitimate aims of law enforcement and other government actors. To make sure that the government is not improperly intruding on a person's privacy, the Constitution requires the government to prove to a judge that it has a good reason to think that the information it seeks will turn up evidence of a crime.
A court's decision of whether to apply Fourth Amendment protection to information held by LBS may turn on one or both of two questions: First, do consumers have a reasonable expectation of privacy related to the type of information collected by the LBS? Second, does the fact that the information is collected and held by a LBS affect its privacy protection? Depending on the circumstances and the court's interpretation of the law, the answer to either question could determine whether information held by a location-based service is protected by the Constitution.
Courts continue to grapple with the issue of whether an individual has a reasonable expectation of privacy in his or her location. The Supreme Court has not addressed location privacy since the 1980s, when the tracking technologies available were much cruder. In cases from that era, the Court held that the government must obtain a warrant before using technology to infer facts about "location [s] not open to visual surveillance," but that no warrant was necessary to track someone in purely public locations. 48 However, tracking technology has come a long way since the '80s. Whether the government must get a warrant to obtain data collected by LBS may be particularly difficult to resolve given the variety and complexity of LBS. Should the privacy protection of location information be affected by the manner in which it is generated? 54 Does "social sharing" of location information affect its constitutional protection? Does information that is automatically transmitted to a location-based service without the device owner's knowledge or informed consent fall under the third-party doctrine? 55 Is location information used for advertising purposes constitutionally different from location information used solely to provide directions from Point A to Point B? Does the fact that the user can choose whether to retain or delete records matter? Does the specific language of a location-based service's privacy policy have any impact? 56 The number and complexity of these questions, and the slow pace of the legal process, suggest that courts may struggle with the constitutional protections for information held by LBS for many years.
Finally, courts may be faced with yet another question: whether and how state constitutional protections apply to LBS information. State constitutions offer privacy protections that often differ dramatically from that offered by the Fourth Amendment as interpreted by federal courts. For example, the California Supreme Court has explicitly rejected the third-party doctrine as a limitation on the right to privacy in the state constitution. 57 Thus, the privacy protections for location information could differ depending on the state where a consumer lives or where a location-based service stores its data.
Ultimately, the only thing that is clear about constitutional protections for LBS information is the lack of clarity. In the absence of clear constitutional protection, consumers may need to rely on other avenues, such as statutory protections, to safeguard the privacy of their LBS information.
sTaTUToRY PRoTeCTIons: loCaTIon-baseD seRVICes anD sTaTUToRY law
Federal and state legislation can provide additional sources of privacy protection above and beyond the protections provided by the Constitution as interpreted by the courts. Such statutory law can be particularly important in providing greater certainty in a situation, as with LBS, where technology has advanced and constitutional protections have not yet been firmly established. Unfortunately, statutory law that should apply to LBS is woefully outdated and also does not provide adequate clarity.
The primary federal law that should-but does not-provide clear statutory protection for LBS information is the Electronic Communications Privacy Act (ECPA). 58 Congress was concerned that information in the control of third parties "may be open to possible wrongful use and public disclosure by law enforcement authorities as well as unauthorized private parties" and designed ECPA to provide statutory protection for electronic communications and records (in transit or in storage) to supplement the protections offered by the Constitution. 59 Unfortunately, ECPA was enacted in 1986, back when available technologies included a two-pound cell phone and the World Wide Web did not even exist. ECPA did not anticipate many of the technologies that we use today and the sensitive personal information that would be collected and stored by these services.
While ECPA was forward-thinking legislation in 1986, technological advances have outpaced its protections.
In the last 24 years, these new technologies have become a ubiquitous part of American life. As such, concerns about consumer privacy are not only again relevant, but in many ways, even more critical today. In addition to providing questionable privacy protections, ECPA also lacks a mechanism to provide transparency or recordkeeping around demands for LBS information. Unlike a traditional search of a house or physical space, demands for electronic records from a third party can be carried out easily without the subject's knowledge and are often issued under seal or subject to a gag order. 65 Sealed surveillance applications are not made public so only the court and the government knows about them.
Because the government has no motivation to move to unseal the orders or reveal how often these demands are made, they may never become public. While a suspect who is eventually charged with a crime may become aware of surveillance through the discovery process, innocent people may never find out that they too were subject to surreptitious tracking. 66 Moreover, while the federal Wiretap Act requires prosecutors and courts to provide Congress with information detailing the nature and scope of intercepted communications, 67 reporting about demands for electronic information is not required under ECPA. Without the aggregate data of demands that such a report would provide, and in ignorance of individual orders issued under seal, lawmakers and the public are largely unaware about the extent of law enforcement demands for electronic information.
As with government access to information, technology has also outstripped statutory protections in the commercial context. Telecommunication carriers are generally prohibited from disclosing "customer proprietary network information" (CPNI), which includes some information relating to the location of a customer. 68 Unfortunately, these CPNI rules-which some considered groundbreaking protections when enacted-no longer provide sufficient protection for today's location-based technology because they do not include location technologies independent of telecommunication carriers, like many LBS.
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Lacking clear-cut protection for LBS information from federal or state constitutions, consumers should be able to turn to legislative efforts to bridge the gap and safeguard their rights. ECPA, a statute enacted over two decades ago and not substantially updated since that time, and other statutory laws are clearly inadequate to that task. Lawmakers need to recognize the confusion that the current system creates and act decisively to provide consumers with the protection they deserve. 
CoRPoRaTe PRaCTICes anD PRIVaCY PolICIes
An additional area of potential protection for consumers lies with the companies that provide LBS. These companies have the opportunity to establish practices that protect individual privacy and to codify those practices in a clear privacy policy. Unfortunately, the reality is that most "privacy" policies and corporate practices do little to protect consumer privacy, instead often reserving broad latitude for the company at the potential expense of the consumer.
According to a recent study, only 66 percent of LBS have any privacy policy at all, 70 and some of those that do exist fail to specify what information is collected or how long it is retained. 71 Other privacy policies permit companies to collect vast amounts of information about consumers, keep that information for an extended period of time, and use it in any way that the company can imagine.
Consumers are often given limited and difficult-to-use privacy controls. 72 Finally, consumers may receive no assurance that the company will protect information from inappropriate demands for information from third parties.
Research shows that consumers feel more comfortable sharing personal information with companies that have clear privacy policies. 73 Companies looking to succeed in the emerging and competitive market for LBS should take note of consumer desires for strong privacy practices.
PaRT IV: ReInfoRCInG PRIVaCY PRoTeCTIons foR loCaTIon-baseD seRVICes
As LBS continue to develop, it is critical to establish mechanisms-legal, technological, and social-to protect the privacy of consumers. Courts and policymakers need to recognize the realities of modern technology and satisfy consumers' continued expectations of privacy. Companies should invest in privacy-friendly technologies and practices that put consumers in control of their own location information. They should also support legal reform to update the outdated constitutional and statutory understandings of location privacy. Consumers also have a role to play: by using their collective voice, they can demand stronger protections and meaningful controls from companies and policymakers.
Together, we can pave the way for expanded use of LBS by ensuring that legal, technological, and social mechanisms adequately safeguard consumer privacy.
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Technology has developed at an astounding rate in the past two decades, but the law has not kept pace. The law needs to evolve to match today's new online and mobile world and properly safeguard the privacy rights of individuals. Consumers need a clear set of rules that will provide clarity for companies and law enforcement while safeguarding the privacy of consumers who use LBS.
ConsTITUTIonal PRIVaCY PRoTeCTIons shoUlD aPPlY To loCaTIon-baseD seRVICes
Courts need to clearly establish that location information and other records held by LBS are protected by federal and state constitutions from warrantless demands for disclosure. Doing so will ensure that privacy, one of the fundamental building blocks of our democracy, is not slowly eroded by advancing technology and social changes. Instead, extending the protection of the Fourth Amendment to LBS will allow consumers to enjoy the benefits of these new services without being forced to sacrifice their constitutionally protected freedoms in exchange.
exIsTInG sTaTUToRY PRIVaCY PRoTeCTIons neeD a TeChnoloGICal UPGRaDe
Lawmakers need to reform ECPA and other privacy rules to address the technologies that are part of our daily lives and provide updated statutory protection for online privacy. LBS and telecommunications carriers should both be required to protect location privacy, and location information and other sensitive information collected by either carriers or LBS should only be accessible to law enforcement with a warrant supported by probable cause. This will restore not only fairness and the privacy Americans are due but also clarity. Consumers and businesses should not be required to puzzle out confusing legal distinctions between an "electronic communication service" and a "remote computing service" or between "content" and "transactional information" in order to determine if and when this information must be disclosed to a police officer.
laws shoUlD ReqUIRe RePoRTInG of DemanDs foR loCaTIonbaseD seRVICe InfoRmaTIon
Legal reform is needed to ensure that consumers and lawmakers have enough information about demands for LBS data to make informed decisions. As Supreme Court Justice Louis Brandeis once said, "sunlight is said to be the best of disinfectants." 74 Unfortunately, policymakers and consumers are currently in the dark as to the scope of government demands for location information and information held by LBS. While there are reporting requirements for other types of surveillance, such as wiretaps on phones, there is no similar requirement that encompasses LBS. 75 In addition, few companies are willing to voluntarily disclose how often they comply, or are asked to comply, with law enforcement requests for location information. 76 online at www.dotRights.org/lbs
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To fully understand the extent to which government officials demand, receive, and utilize information collected by LBS, consumers and lawmakers need to know the following:
➜ the number and type of demands (e.g., "informal request," subpoena, search warrant) issued, and by what agency or office;
➜ the scope of demands, including the type of records sought, the quantity and timeframe of information sought, and the number of consumers whose records were sought;
➜ the responses to demands, including the number of demands that were legally challenged and the results of such challenges; and the number of demands that were sealed, the affected number of consumers that were not notified, and the length of time the seal was in place;
➜ the number of arrests, trials, and convictions resulting from disclosure; and ➜ the costs involved to the public of demands, including reimbursements made to LBS services, costs incurred while negotiating or litigating demands, and manpower and any other resources associated with demands.
While much of this information could be obtained from either reporting by government agencies or businesses, ideally both the government and LBS providers would report on demands and disclosure.
Government reporting would provide a clear picture of the scope of demands made by law enforcement and other agencies and allow policymakers and taxpayers to evaluate the costs and benefits of issuing demands to LBS providers. Meanwhile, reporting by individual companies would provide transparency to consumers about the risks to personal data of using a particular location-based service. The two sets of data could also serve as a check on the other, encouraging both parties to fully record and report any government requests or demands for information.
bUsIness PRaCTICes: ComPanIes Can leaD The waY
Businesses have an important role to play in helping to safeguard the privacy of their consumers and building trust in location-based services. 77 LBS providers should provide strong privacy protection for their own users through robust privacy practices and the use of privacy-enhancing technologies such as anonymization and encryption. They can also improve the environment for LBS by pushing policymakers to enact stronger privacy laws and regulations that protect LBS information from disclosure to the government without a warrant.
loCaTIon-baseD seRVICe PRoVIDeRs shoUlD esTablIsh anD follow RobUsT PRIVaCY PRaCTICes
Businesses have the opportunity to proactively address consumer concern and help to avoid negative press, government investigations, and costly lawsuits by establishing and following robust privacy practices. 78 They can begin by committing to the core principles of the Fair Information Practice Principles 79 and making conscious, privacy-aware decisions about what user information they will collect, how this information will be used and retained, and how they will handle third-party requests or demands for this information. 80 Once they have made privacy-aware decisions about their own practices, they need to communicate these safeguards to users by producing and following a clear and robust privacy policy.
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LBS providers should think carefully about what information to collect and for how long to retain and use it to avoid privacy disasters, security breaches, and time-consuming demands for information from the government or third parties down the line. 81 Only companies that develop robust privacy policies that anticipate potential conflict and lay out procedures to safeguard user privacy to the greatest extent possible will meet user expectations during these difficult situations; those that do not may find themselves alienating both existing and potential users.
Some companies have already recognized the value of establishing strong privacy practices backed by a clear privacy policy. For example, WHERE promises consumers that it does not "collect, maintain or track your location history" or "enable or allow location tracking in any form." 82 Mologogo deletes the GPS data that it collects after one month. 83 Loopt maintains only a user's most recent location and the location associated with content geotagged by the user. 84 Other companies should follow these examples and build user trust and avoid costly demands or disclosures by establishing and following strong privacy practices.
loCaTIon-baseD seRVICe PRoVIDeRs shoUlD PRoTeCT UseR InfoRmaTIon wITh all aVaIlable TeChnICal Tools
Companies can also improve trust in LBS by using technological tools that protect user privacy. LBS should provide controls that allow users to view, edit, and delete their own information, including choosing which (if any) other users or services can access their information. LBS should also routinely delete data and use effective anonymization and blurring procedures that do more than remove obvious identity markers. 85 Companies should also create a solid data security plan, including access controls to prevent unauthorized access to data and encryption of data. By designing a service with technical measures to protect consumers, LBS can both protect privacy and boost consumer confidence.
Some companies are already utilizing approaches such as these to help protect user privacy. Google
Latitude, for example, clearly states that "Google stores only the most recent automatic update or location selection you manually entered on our servers. If you hide in Latitude, we don't store your location." 86 Locaccino, a friend-finder LBS, allows users to define time-and location-based rules, such as allowing coworkers to access the user's location only during business hours. 87 FireEagle allows users to determine the granularity of the location information they reveal.
88
The more "locks" a provider puts in the consumer's control, the less likely it is that third parties will be asking providers for the keys.
Providing technical measures that protect and secure consumer information may carry both practical and legal significance. Practically, the measures suggested above and others that may emerge reduce the likelihood of breach or unnecessary disclosure. In addition, these mechanisms may strengthen the legal positions of both consumers and providers by making it clear that the consumer, and not the provider, is the party with access to and control over any location information and that the consumer has a reasonable expectation of privacy in this information. The more "locks" a provider puts in the consumer's control, the less likely it is that third parties will be asking providers for the keys. 89 lbs PRoVIDeRs shoUlD PUsh foR UPDaTeD PRIVaCY law
Finally, LBS providers should actively engage with policymakers and push for updates to ECPA and other legal reforms that clarify and strengthen the legal protections for consumers. Outdated privacy laws can be very costly to companies. LBS may find themselves paying legal fees to maneuver through confusing laws, facing expensive class action lawsuits and fines if they err in their activities, and seeing customers and business partners disappear in a firestorm of bad press when they act "legally" but in a manner contrary to the expectation of users. 90 It is good both for the public and for business to have strong and clearly defined protections for the information that LBS collect, use, and retain.
ConsUmeR aCTIon: DemanD YoUR DoTRIGhTs!
If privacy laws and practices are to be brought into the modern era, consumers also must play a critical role in providing the political and commercial will to make it happen. As a united force, Internet and mobile consumers have the political power to force policymakers to update privacy laws and regulations and the financial power to force companies to build privacy protections into product design and business models. Consumers are currently paying a very high price for many online and mobile services: control of their personal information. It is time to demand our dotRights and ensure that protections for privacy are part of the foundation of location-based services, not an afterthought.
ConClUsIon
Location-based services offer many advantages to consumers. But outdated privacy laws and inadequate privacy policies mean that consumers will not be able to trust that their sensitive location information will remain private. The time is now for policymakers, businesses, and consumers to work together to ensure that consumers can use location-based services and still maintain control of their sensitive personal information.
location-based services: Time for a Privacy Check-In 17 enDnoTes 1 "Location-based services," as defined for this paper, is not meant to encompass location-based advertising, the practice of delivering advertisements to a mobile or Internet user based on the location of the user. However, many of the issues raised in this paper may also apply to location-based advertising services. 
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For example, foursquare users manually "check-in" to locations using the service rather than provide their location using 
